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Network Interface

Physical

All physical connections between ISP’s and the National Internet
Backbone will be provided and managed by the Saudi
Telecommunications Company, which will interconnect the ISU and
ISP’s around the Kingdom.

ISP’s must arrange with STC in order to get physical connection to
the National Backbone.

° ISP’s must inform ISU of the technical details of their link to the
National Backbone.

(o)

o

Network Protocol and IP Addresses

The connection between ISP's and the ISU will use the IP protocol

and its sub-protocols exclusively.

ISP's are required to have registered and routable IP addresses in

order to connect to the ISU.

I[P addresses can be supplied by the ISU or they can be obtained by

ISP's through their own means.

When IP addresses are supplied by ISU, they are considered the
property of ISU. ISP’s can keep the IP addresses obtained from ISU as
long as their traffic is routed through ISU, unless otherwise instructed by
ISU.

In case an ISP obtains its own IP addresses, they must disclose
their IP addresses to the ISU.

ISP's are required to install an IP Spoofing Filter at their routers to
avoid the use of illegal IP addresses on the network. IP spoofing is
defined as replacing the actual source of an IP packet with a fake
address.

[e]
o

o

(o)

o

Network Services

Domain Name Service (DNS)

ISP's are required to provide domain name resolution for their
customers.

ISP’s can host domain names for their customers. This service will
be a part of the international domain name system on the Internet and
therefore the ISP must verify that the domain names it hosts are officially
registered.

(o)

o
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To ensure smooth operation with the Top Level Domain server at

ISU, ISP's must use a current release of DNS software compatible with
the well-known Bind software.

ISP’s must maintain an email address of the form
HOSTMASTER@ ISP Domain™ to discuss DNS related issues.

(o)

Electronic Mail

ISP's must run a reliable SMTP mail relay system and provide
email service for their customers.

ISP's must take measures to prevent email spamming on their
network.

[SP's must maintain an email account of the form
POSTMASTER@"ISP domain" in order to discuss email related issues
with ISU.

o
o

(o)

WWW

For content filtering reasons, all international WWW traffic must

go through the main proxy server at ISU, which will keep a log of this
activity.

Only ISP proxies are allowed to connect to the ISU’s proxy and

thus, all ISP's must run their own caching proxy server.

ISP's must maintain logs of their user activity for the past three
months. The log format and logging procedure are to be defined at a later
stage.

An ISP must maintain an email account of the form
WEBMASTER@"ISP domain" in order to discuss WWW related issues
with ISU.

o

o

o

News Groups

All News Group feed to ISP's must come from the central news

server at the ISU.

ISP's willing to offer news service to their customers must operate

their own news servers or agree with another local ISP to use their
server.

ISP's offering this service must maintain an email account of the

form NEWS@"ISP domain" in order to discuss News related issues with
the ISU.

o

o

o]
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